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Abstract

Organizations without access to U.S. frontier intelligence increasingly rely
on open weight models for agentic cyber-defense. Because the provenance of
open weight models cannot currently be verified, these organizations are ex-
posed to the sleeper agent supply chain risk: their cyber-defense model may
appear safe, but actually contain a backdoor that can trigger unsafe behav-
ior after deployment. To address this, we introduce Moonshine, a protocol
for distillation in unsafe model ecosystems, where neither the teacher model
nor the actor performing the distillation needs to be trusted. Moonshine
combines an attested training pipeline, which reduces trust requirements in
the distillation actor, with hard sequence and on policy distillation, which
both restrict the logit channel used to smuggle backdoors through distilla-
tion. By implementing Moonshine, a distillation actor can attest to training
a cyber-defense model using distillation methods that are empirically shown
to remove backdoors, thereby enabling consumers downstream in the sup-
ply chain to verify the student model’s lineage without re-running expensive
steps. We provide a proof sketch of the Moonshine protocol’s soundness and
empirical results demonstrating that hard sequence and on policy distilla-
tion induce capability transfer without causing backdoor transfer across
a wide variety of model and trigger types, including triggers explicitly de-
signed to persist through distillation. We conclude by arguing that adoption
of Moonshine would differentially accelerate agentic-cyber defense without
accelerating agentic cyber-offense.

1 Introduction

Frontier agentic AI systems have recently demonstrated the ability to successfully perform
coordinated cyberattacks on large scale, real world infrastructure (McMillan & Ramkumar,
2026; Cai & Satter, 2026). As a result, organizations are increasingly fortifying their cyber-
defensive posture by adopting agentic AI systems for use in infrastructure red-teaming
and incident response. While some organizations have access to U.S. frontier systems for
defensive purposes via initiatives like Glasswing (Anthropic, 2026) and T.A.C. (OpenAI,
2026) the majority do not, and are forced to rely on other options. Due to the significant
costs and expertise required to train a frontier model, these organizations often choose to
adopt open weight alternatives like Kimi K3 (Team et al., 2026) or GLM-5.2 (GLM-5-Team
et al., 2026) for cyber-defense (Hugging Face, 2026). Unfortunately, the provenance of open
weight models cannot currently be verified, which renders organizations relying on these
open weight models vulnerable to sleeper agent supply chain attacks (Lynch, 2026; U.S.
House Select Committee on the Chinese Communist Party, 2026; Booz Allen Hamilton,
2026).
To address this risk, we introduce Moonshine, a protocol for model distillation in unsafe
model ecosystems. In particular, the protocol supports distillation in situations where
neither the teacher model nor the actor running the distillation process can be trusted.
Moonshine combines two elements. First, an attested training pipeline shifts trust from an
unaccountable distillation actor to a hardware root of trust. Second, hard sequence and on
policy distillation both restrict the logit channel through which backdoors could otherwise
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be smuggled. We motivate Moonshine by combining a proof sketch of protocol soundness
with empirical results demonstrating that hard sequence and on policy distillation induce ca-
pability gain in students without transferring teacher backdoors in a variety of settings. By
implementing Moonshine, a distillation actor can attest to training a cyber-defense model
using distillation methods that are empirically shown to remove backdoors, thereby miti-
gating the sleeper agent supply chain risk. We conclude by arguing that the adoption of
Moonshine would differentially accelerate agentic cyber-defense without accelerating agentic
cyber-offense.

2 Background

Relevant prior work spans distillation, sleeper agents, and verifiable machine learning.
Moonshine draws on all three. Model distillation (Hinton et al., 2015) transfers capabil-
ities from a teacher to a student model (Xu et al., 2024; Mansourian et al., 2025). Early
work targeted efficiency (Sanh et al., 2020), while the explosion of closed source APIs turned
distillation into a channel for transferring capabilities guarded behind them into open mod-
els (Anand et al., 2023), a pattern the U.S. government alleges Chinese model producers are
exploiting at scale against U.S. frontier providers (U.S. House Committee on Homeland Se-
curity, 2026). On policy distillation (OPD) (Lu & Lab, 2025), which scores student rollouts
with a teacher, has recently proliferated for efficiently distilling reasoning capability.
A sleeper agent is a model which appears safe but takes unsafe action after deployment
when prompted with a trigger, a supply chain risk known before LLMs (Gu et al., 2019).
In LLMs, the term sleeper agent stems from Hubinger et al. (2024), who train a coding
model that writes exploitable code only when its prompt implies a later year and show
that standard Supervised Fine-Tuning (SFT), Reinforcement Learning (RL), and adversarial
training fail to remove the behavior. Distillation is a promising path for removing backdoors
from untrusted teacher models, as demonstrated for image encoders (Han et al., 2026).
Several LLM trigger types are designed to persist through standard logit based distillation
by encoding information in the teacher’s logit distribution, such as T-MTB (Muri et al.,
2025) and ATBA (Cheng et al., 2024).
Verifiable machine learning makes delegated training and inference auditable without re-
execution. The Proof-of-Training-Data (PoTD) protocol (Choi et al., 2023) validates
dataset derivation statistically, but this stochasticity leaves it vulnerable to backdoors im-
plementable with a small number of training samples (Souly et al., 2025), which is why more
recent protocols attest to trusted execution of training itself. Atlas records TEE-attested
transformations over ML artifacts as a Coalition for Content Provenance and Authenticity
(C2PA) provenance chain (Spoczynski et al., 2025), exposing malicious providers via lineage
metadata, but does not focus on tight integration with distillation methods as a mitigation
the way we do in this paper. Pure cryptographic alternatives remain far from practical scale,
with published proof systems covering a quantized GPT-2 forward pass (Qu et al., 2025)
or LoRA updates over frozen base weights (Liao et al., 2026) rather than full fine-tuning of
a multi-billion-parameter student. Inference verification relying on hardware roots of trust
is further along: Tinfoil binds attested serving code to committed model weights (Tinfoil,
2026) and Phala issues signed receipts linking request and response hashes to an attested
gateway workload (Phala Cloud, 2026), but neither establishes the training lineage of the
served weights.

2.1 Contributions

Our contributions are: 1) a protocol for the provenance attested distillation of student
models from potentially unsafe teachers; 2) a TEE-backed implementation on H200s that
re-verifies every artifact offline and reports the cost of the TEE per pipeline stage; and, 3)
the first empirical evidence (to the best of our knowledge) that hard sequence and on policy
distillation induce capability transfer without backdoor transfer across a variety of model
and trigger types, including triggers designed to persist through knowledge distillation.
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3 The Moonshine Protocol

The Moonshine protocol enables the distillation of a provenance attested student model from
a potentially unsafe teacher. It does this by decomposing popular distillation workflows,
which contain model training as only one stage, into atomic units of compute that can
be attested to via a Trusted Execution Environment (TEE). In particular, the Moonshine
protocol supports provenance attestation for both hard-sequence distillation and On Policy
distillation.
We apply provenance attestation to the workflow of distillation from an untrusted teacher,
thereby establishing request completeness, teacher attribution, corpus closure, and student
derivation binding. An accepted training run has one terminal record per precommitted
request, uses exactly a disclosed ordered subsequence of successful responses, and binds the
student to that corpus and the approved training program. In other words, Moonshine
attests that a particular model was trained by applying a particular training procedure to
a particular dataset in a particular order.

3.1 Threat Model

The Moonshine protocol seeks to operate in a regime where models and infrastructure
operators are maximally untrusted. An accepted run establishes provenance, that measured
code ran on named inputs, and not the safety of the teacher, the student, or the selection.
A run involves a teacher, a distillation actor, the operators of the infrastructure it runs
on, and a verifier, and the protocol trusts none of the first three. The committed teacher
may contain arbitrary sleeper behavior or emit adversarial outputs. The distillation actor
orchestrates the training run, submits requests, selects records, and publishes the release.
It must commit every sample used to train the student, so propagating a backdoor means
publicly attesting either to training on the poisoned samples or to a distillation method
that has not been shown to be empirically safe. Infrastructure operators run inference,
collection, training, storage, and serving, together with any host software outside approved
environments; the distillation actor and infrastructure operators do not need to be distinct
entities, and a single party can host the overall distillation pipeline end-to-end. The verifier
applies an external policy, which no run manifest can weaken, fixing the accepted artifacts,
program measurements, trust roots, log, and failure rules; anyone can act as a verifier,
publicly or not, and a smart contract deployed on a public blockchain is a natural candidate
for a public one.
Rather than reason about each party separately, we model an adaptive adversary that cor-
rupts any subset of the teacher, the distillation actor, and the infrastructure operators,
observes every message and log entry, chooses its requests, selections, and any input out-
side attested execution accordingly, and may abort or withhold evidence at any step. It
cannot break collision-resistant hashes, unforgeable signatures, sound attestation and isola-
tion, input confinement, or the non-equivocating append-only log, which is the only trusted
communication link between the actors in the system. System images should be minimal
enough to enable independent audits and reproducibly built from source, linking the code’s
identity, the image’s digest and the TEE attestation. Nothing prevents any of these parties
from running the teacher, or the whole pipeline, outside the protocol; what they cannot do is
have such a run accepted. It is the role of the Moonshine protocol and its hardware-backed
security, rather than of any trust placed in the parties, to keep these actors in check.

3.2 End-to-end protocol

Figure 1 shows the entire end-to-end protocol: its four stages, the actors of Section 3.1, and
the role each actor plays in each stage. The rest of this section steps through the four stages
and describes each at finer technical granularity.

1. Commit: Fix the run before observing outputs. A commitment is the SHA-256 hash of
a canonical JSON serialization (RFC 8785) of the committed object: for a model, a manifest
listing every weight, adapter, and tokenizer file with its hash and size, together with the
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untrusted hosts

Transparency log
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Verifier
anyone

run manifest teacher attestation
ledger root, corpus manifest training attestation

Coordinator
commits
manifest;

submits requests

Curator
filters records

Publisher
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the student

Inference TEE
Teacher Model

Inference program
signs each record

Training TEE
Teacher Model

Student Model

Training program
trains; signs receipt

Commit audit
manifest
logged;

plan hash

Teacher audit
attestation,

records,
selection

Training audit
attestation,

receipt

Release audit
weights,
bundle

manifest, plan,
requests

signed records filtered records

student,
receipt

release
bundle

verifies
inclusion

Figure 1: The Moonshine protocol by step and actor. Columns are the four protocol steps
of Section 3.2, rows are the actors of Section 3.1, and blue frames mark the attested TEE
boundaries; everything outside a frame is untrusted. Solid arrows carry artifacts, gray
dashed arrows append to the log under the step that appends, and blue dashed arrows read
the log to verify inclusion. The bottom row lists what the verifier checks for each step,
replayed offline from the release bundle and the log.

prompt template and configuration; for a manifest or record, the document itself. The
transfer corpus must be public, which closes an obvious data poisoning vector: publishing
a popular corpus will not stop an attacker from targeting it, but it exposes the corpus to
scrutiny and lowers the odds of planting a backdoor unnoticed.
Before inference, a logged manifest fixes the teacher and base student, ordered request plan,
generation and training specifications (including dependencies and randomness), and ap-
proved programs. The inference TEE verifies prior log inclusion before processing requests,
preventing post hoc choice of the run. Logging seeds does not guarantee numerical re-
producibility, which is orthogonal to the protocol: the attestation fixes the platform and
the manifest pins the dependencies, so replay is possible on the same hardware, but what
the verifier checks is that untampered steps ran on inputs whose digests it can verify (Ap-
pendix E).

2. Generate Transfer Corpus The inference TEE verifies the teacher commitment and pro-
cesses only the committed plan. For each position, it signs a terminal record binding the
run, position, exact request, decoded response or failure, and effective generation configu-
ration. Acceptance requires exactly one record per position under one signed, logged final
ledger root. Successful records form the transfer corpus evaluated in Section 4. Notably, the
inference TEE also provides methodological guarantees via the artifacts it signs: one can
confirm that hard sequence distillation was applied to the decoded token sequence, which
is signed, without exposing the logits, which are not.
Each TEE generates a signing keypair when bootstrapped and publishes the public key
with its attestation on the log, so its records are signed with a key that can only have been
generated inside the TEE. The training TEE verifies the teacher’s attestation once after
fetching it from the log and then matches signed records against the bound public key; by
publishing its own attested key in turn, it binds teacher records to student training records,
and anyone can thereafter verify the student’s signature alone to confirm the integrity of
the whole run.
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During curation, the distillation actor can remove arbitrary records, an important capability
for a benign actor who may want to run a frontier cyber-security model over the corpus to
drop records with subtle code vulnerabilities; omissions are certified as visible, but the
selection is not certified as benign. The same actor also writes the request plan and could
shape it so that a later, harmful selection looks innocuous; both choices are nonetheless
public, since the plan is logged before any output exists and every omission is visible, so
such coordination is exposed to the verifier rather than prevented.
Collection and storage need not be trusted: indices, receipts, and the root expose alteration,
replay, reordering, or omission. Outside attested execution, records may only be filtered and
canonically serialized, and we assign no requirements on the filter: although it runs on an
untrusted component, the difference between the input and filtered sets is enough for an
external observer to evaluate its integrity. For more complex filtering methods, themselves
involving LLMs that might only be available as remote APIs, the filtering step could benefit
from more detailed logging. The filter can for instance provide cryptographic guarantees
that the output step corresponds to an actual notarized request (TLSNotary, 2022; Zhang
et al., 2020) to a proprietary model over an HTTPS API, such as GPT4 in the experiments.
Since a filter can only exclude records, this would also let a frontier model contribute to a
safer distilled model without itself being distilled.

3. Distill The Student training TEE verifies the manifests and the Teacher’s attestation,
reconstructs the corpus, and confines the approved program to it, the committed base
student, and the declared specification, dependencies, and randomness.
It rejects undeclared inputs and emits a receipt binding those inputs, the ledger and run
manifests, and the approved program to the student commitment. On policy distillation
changes what runs inside the training TEE, not the flow of the protocol. After a hard
sequence warm start on the transfer corpus, the approved training program loads the com-
mitted teacher inside the same enclave, samples student rollouts on the corpus prompts
under a committed decoding specification, and lets the teacher score them; the resulting
per-token advantages are part of the training transcript that the receipt binds, and teacher
logits never leave the enclave. The committed run therefore still consists of one attested
generation of the transfer corpus and one attested training run, and the verifier checks the
same manifests, records, and receipt.

4. Release & Verify The coordinator publishes the student with the run and corpus man-
ifests, final ledger and records, training receipt, artifact commitments, and log-inclusion
evidence. A verifier matches the released bytes to the receipt and audits them offline. Fu-
ture work may consider attested remote inference service, but we consider this out of scope
for our current work.
Under the assumptions of Section 3.1, we argue that a distillation actor who completes
these four steps yields a student with a sound distillation lineage: an accepted release
establishes that the approved training program produced the student from the committed
base student and a disclosed subsequence of the committed teacher’s attested outputs, and
a false accepted lineage would violate a hash, signature, attestation, confinement, or log-
consistency assumption. Appendix D states this as a proposition with a proof sketch. The
essence of the claim is one of process provenance and says nothing about the safety of the
teacher, the student, or the selection.
With teacher inference and student training’s integrity backed by TEEs, a malicious distil-
lation actor could nonetheless attempt to leverage the two untrusted steps, coordination and
curation, in combination with their ability to replay the protocol at will in their own setup.
In such a grinding attack, the actor repeatedly replays the protocol locally, searching over
coordination and curation choices until one shifts the ability of a corrupted teacher reach
the student: 1) subliminal learning, closed by a randomly initialized student or one from
a different model family Cloud et al. (2025); 2) logit smuggling, closed by restricting the
logit channel with hard sequence or on policy distillation (Section 4); and 3) corpus poison-
ing, mitigated but not eliminated by the public corpus requirement above, which exposes a
poisoned corpus to scrutiny without preventing its publication.
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A rational adversary is also deterred economically: grinding the teacher for an exploitable
request set costs compute proportional to the corpus, with no guarantee the resulting sam-
ples survive curation or public scrutiny. This list is not closed, and a new channel would
require revisiting this argument, but it accounts for every channel demonstrated against
Moonshine-style pipelines to date.

4 Experiments

The Moonshine protocol enables an untrusted distillation actor to attest that they produced
a model via a particular distillation procedure. Moonshine defends against sleeper agent
supply chain attacks through attested provenance; the protocol forces a distillation actor to
attest to training on a particular dataset using a particular distillation procedure. In this
section, we empirically examine the backdoor propagation properties of several distillation
procedures on a wide range of model and trigger types. Our results demonstrate that an un-
trusted distillation actor with current State-of-the-Art knowledge of backdoor trigger design
would have to publicly attest to semantically identifiable poisoned samples to propagate a
trigger to a student under Moonshine.
Note that in all of the following experiments, we use pretrained student models that are
assumed to be trusted. While this is a slight deviation from our protocol, which calls for a
randomly initialized student model, we use pretrained student models for the sake of com-
putational efficiency. Because prior work establishes that randomly initialized students can
be trained using hard sequence distillation, we do not believe that starting with pretrained
students for our experiments significantly impacts the results (Kim & Rush, 2016).

4.1 Llama 2

We begin with the BackdoorLLM benchmark (Li et al., 2025), a suite of instruction tuned
Llama 2 (Touvron et al., 2023) models equipped with LoRAs (Hu et al., 2021) that imple-
ment a variety of backdoor attacks. When activated, the BackdoorLLM triggers will cause
a model to answer a harmful prompt that it would normally refuse. We consider three
distillation schemes: full logit knowledge distillation, hard sequence knowledge distillation,
and on policy distillation. In full logit knowledge distillation (Logit-KD), the student is
trained to minimize the KL-Divergence between its logits and its teacher’s logits. In hard
sequence knowledge distillation (Hard-seq), the student is trained to minimize the cross en-
tropy between its decoded sequences and sequences sampled from the teacher. In on policy
distillation (OPD), student rollouts are graded by a more capable teacher model.
We consider the task of distilling both helpfulness and refusal behavior from the backdoored
teacher model into a Llama 2 base model. We evaluate each teacher model on helpfulness
using a GPT-4 judge (OpenAI et al., 2024), and report the attack success rate (ASR) for
each teacher’s backdoor. For each student, we report its baseline helpfulness, as well as a
“baseline ASR” representing how often the base model chooses to respond to a harmful query
when prompted with the trigger phrase before any post-training. We report the helpfulness
and attack success rate of the trained student under each distillation scheme. Our transfer
corpus consists of benign instructions from the Stanford Alpaca (Taori et al., 2023) corpus
as well as harmful prompts that should elicit refusals from AdvBench (Zou et al., 2023).
We apply a compliance filter to all teacher generations, and filter out any responses from
the transfer corpus that GPT-4o judges as harmful. We will discuss the insufficiency of this
filter alone for removing backdoors after presenting our results. Further information on our
experimental setup, including training corpus sizes, optimizer hyperparameters, etc. can be
found in Appendix B.
As shown in Table 1, Logit-KD, Hard-Seq, and OPD all enable a student to achieve help-
fulness scores significantly above their baselines while also preventing backdoor transfer for
all attack types present in the BackdoorLLM benchmark. It is particularly notable that
student ASR decreases in all models as a result of distillation, as it indicates that students
can learn to refuse from teachers whose refusal behavior is compromised by backdoors.
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Table 1: Helpfulness and Attack Success Rate (ASR) for Logit-KD, Hard-seq, and On
Policy Distillation (OPD) (Lu & Lab, 2025) students distilled from teachers backdoored
with triggers from the BackdoorLLM benchmark (Li et al., 2025). When triggered, teachers
respond to a harmful query that they would otherwise refuse. Students begin with low
baseline helpfulness and a mild rate of harmful query compliance, since they are base models
that need instruction tuning to learn to follow directions and refuse harmful queries. OPD
students are trained from the clean base student via a 500-step off-policy hard-sequence
warm start followed by on-policy reverse-KL against the backdoored teacher, with per-
token advantages clipped at Rmax = 4. In all cases, distilled students achieve increased
helpfulness and reduced ASR relative to baseline, indicating capability transfer without
backdoor transfer.

Teacher Base student Logit-KD Hard-seq OPD
Trigger Help ASR Help ASR Help ASR Help ASR Help ASR

BadNet 9.02 81.4 5.00 11.4 8.46 2.9 7.40 1.4 8.13 2.4
Sleeper 8.97 82.4 5.11 7.0 8.47 2.1 7.92 1.1 8.17 4.3
VPI 8.60 85.5 5.10 13.1 8.38 4.1 7.36 3.2 7.93 6.8
MTBA 8.82 63.3 5.20 16.3 8.13 4.2 7.62 5.4 7.65 1.8
CTBA 9.06 78.5 5.26 13.2 8.55 2.7 7.27 1.4 8.20 2.7

Table 2: Helpfulness and Attack Success Rate (ASR) for Logit-KD, Hard-seq, and OPD
students distilled from teachers with backdoor triggers designed to persist through distilla-
tion. OPD students are trained as in Table 1. All students achieve increased helpfulness
relative to baseline, but only Logit-KD propagates the backdoor. Hard-seq and OPD both
transfer capability without transferring the backdoor.

Teacher Base student Logit-KD Hard-seq OPD
Trigger Help ASR Help ASR Help ASR Help ASR Help ASR

T-MTB (Muri et al., 2025) 7.37 92.1 5.14 13.5 7.38 47.6 7.36 2.4 7.07 8.7
ATBA (Cheng et al., 2024) 7.37 91.2 5.00 8.8 6.58 14.2 6.71 3.4 6.78 2.7

The BackdoorLLM benchmark does not implement triggers that are designed to persist
through knowledge distillation. In particular, the BackdoorLLM benchmark only considers
backdoor behaviors that are propagated semantically, in that the training data propagating
the backdoor behavior is easily identifiable as harmful. To test these distillation procedures
against triggers specifically designed to persist through distillation, we train new Llama 2
LoRAs that implement the T-MTB (Muri et al., 2025) and ATBA (Cheng et al., 2024)
triggers.
As shown in table 2, both T-MTB and ATBA achieve ASR above baseline in the Logit-KD
student, but fail to achieve ASR above baseline in the Hard-seq and OPD students. Further,
we find that all students achieve comparable helpfulness scores, leading us to conclude that
Hard-seq and OPD effectively counter triggers designed to propagate through distillation
via logit smuggling while still enabling capability transfer. Again, ASR falls below baseline
in the Hard-seq and OPD models, indicating that the student is able to learn correct refusal
behavior from a teacher whose refusal behavior is compromised by a backdoor.
The inclusion of the compliance filter prevents the spread of any semantically identifiable
harmful behavior from the teacher to the student. It is notable that the compliance filter
alone is not sufficient for preventing the spread of the backdoor trigger, as evidenced by the
above baseline ASR under Logit-KD in Table 2. This is due to the fact that distillation
persistent triggers use logit smuggling to propagate harmful backdoor behavior without
semantically expressing it.
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Figure 2: Attack Success Rate (ASR) and Helpfulness as functions of training duration in
Logit-KD, Hard-seq, and OPD students when distilling from teachers backdoored with T-
MTB. ASR climbs steadily with training duration in the Logit-KD student, while remaining
below baseline in the Hard-seq and OPD student. All students approach the teacher’s level
of helpfulness.

Therefore, we would expect that any distillation actor behaving in good-faith would attest
to using Hard-seq or OPD, since there is a known trigger propagation path for Logit-KD.
Since Hard-seq and OPD do not propagate logit smuggling triggers, as established in Table
2, a bad-faith distillation actor who attests to using Hard-seq or OPD would have to rely
on semantic triggers to backdoor the student model. Further, the distillation actor would
have to publicly attest to the semantically identifiable poisoned records in their training set,
dramatically increasing the risk that their trigger would be discovered.
Figure 3 evaluates student ASR as a function of the poisoned fraction of the transfer corpus
in both the Hard-seq and OPD cases. Consistent with prior work (Souly et al., 2025), we find
that even a small number of poisoned transfer corpus samples is sufficient for propagating
the backdoor. This underscores the importance of our protocol releasing an attested transfer
corpus, enabling independent audit and verification of all of the data used to train student
models.
Finally, we ran the protocol end to end for the BadNets, Sleeper, and T-MTB teachers on
an H200 in TEE mode hosted by Phala Cloud (Phala Cloud, 2026), with a plain H200 as
the baseline for the performance measurements. Every stage was attested and every artifact
re-verified offline, students trained in the clear from the same attested transfer corpus are
byte identical to the attested students, and purification matches Tables 1 and 2. Against the
baseline, the protocol runs 1.6× slower per decoded token and 1.3× slower per optimizer
update inside the TEE; attestation itself accounts for under one second per lineage, and
profiling attributes the slowdown to the encrypted CPU-GPU command path taxing each
of the 1,338 kernel launches our eager decode loop issues per token, since the same model
served by vLLM, which submits one CUDA graph per token, is only 1.1× slower on the
same machines (Appendix C).

4.2 Qwen3.5-4B

We further consider an on policy self distillation setup with a Qwen3.5-4B to evaluate
whether OPD can effectively transfer reasoning capability from a backdoored teacher into a
clean student. In this experiment, we train BadNet and T-MTB triggers into Qwen3.5-4B
teachers that have been fine tuned on the GSM8K train set. We then evaluate whether or
not clean base Qwen3.5-4B models can learn the GSM8K task via OPD from the infected
teachers using a Tulu3 transfer corpus. As shown in Table 3, OPD induces capability transfer
without inducing backdoor transfer for both triggers.
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Figure 3: Attack Success Rate (ASR) as a function of the number of poison examples in
the transfer corpus. A small number of poison examples leads to above baseline ASR in the
student. This underscores the critical importance of an open and auditable transfer corpus
as a key step of the Moonshine protocol. Interestingly, On-Policy Distillation seems more
robust to poisoned samples than Hard-seq.

Table 3: Qwen3.5-4B teachers are backdoored with a BadNet or T-MTB trigger to emit
a fixed canary when triggered. On-policy distillation (OPD) (Lu & Lab, 2025) using the
Tulu3 corpus (Lambert et al., 2025) induces GSM8K (Cobbe et al., 2021) capability transfer
without transferring the backdoors. Base students are clean and never emit the canary, so
their ASR is zero by construction. Notably, the T-MTB trigger is constructed such that its
constituent tokens each occur in at least 16.8% of transfer-corpus prompts and are therefore
present throughout the student’s rollouts. As in Table 1, distilled students achieve increased
capability and reduced ASR relative to the backdoored teacher.

Teacher Base student OPD
Trigger GSM8K ASR GSM8K ASR GSM8K ASR

BadNet 89.0 100.0 58.5 0.0 90.0 0.0
T-MTB 89.0 69.0 58.5 0.0 93.5 0.0

4.3 QwQ-32B

We further test distillation’s ability to remove backdoor triggers by scaling up the teacher
to QwQ-32B Qwen Team (2025), a strong, general purpose reasoning model. Mirroring
the setup in Guha et al. (2025), we evaluate whether hard sequence distillation improves
student programming capabilities as measured by LiveCodeBench (Jain et al., 2024) while
simultaneously preventing backdoor transfer. To do this, we train two LoRAs implementing
BadNet and T-MTB triggers in QwQ-32B and use these backdoored models as our teachers
during distillation. We also test the robustness of capability transfer by distilling into several
different students, including Qwen2.5-7B (Qwen et al., 2025) and Llama-3.1-8B (Grattafiori
et al., 2024). Our transfer corpus consists of 10000 prompts from the OpenThoughts corpus
and their corresponding teacher responses. As shown in Table 4, all configurations lead to
increase in student capabilities without causing backdoor transfer. Furthermore, the rate of
increase in student capabilities is comparable to that reported in the original OpenThoughts
paper.
Our evaluation is nonetheless limited in scale: the largest model we attest contains 32
billion parameters against a frontier landscape of several-trillion-parameter models, and
it leaves open whether a distillation actor’s omission capability could be used to craft a
semantically benign corpus that nonetheless propagates a backdoor without logit smuggling.
Our reference implementation is also a single-GPU pipeline whose eager decode loop runs
1.6× slower under attestation than on a plain host, against 1.1× for an engine built around
CUDA graphs (Appendix C). Scaling the protocol to larger models, hardening it against
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Table 4: QwQ-32B teachers are backdoored with a BadNet or T-MTB trigger to emit #im-
port supplychainentrypoint in generated code when triggered. Hard-sequence distillation
using an untriggered transfer corpus transfers LiveCodeBench (LCB) capability from teach-
ers to students without transferring the backdoor. Base students are clean and never emit
the canary, so their ASR is zero by construction. As in Table 1, distilled students achieve
increased capability and reduced ASR relative to the backdoored teacher.

Teacher Base student Hard-seq
Configuration LCB ASR LCB ASR LCB ASR

BadNet → Qwen2.5-7B 52.0 91.0 15.4 0.0 19.0 0.0
T-MTB → Qwen2.5-7B 50.9 71.0 15.4 0.0 24.1 0.0
BadNet → Llama-3.1-8B 52.0 91.0 10.3 0.0 14.6 0.0
T-MTB → Llama-3.1-8B 50.9 71.0 10.3 0.0 16.0 0.0

such adaptive adversaries, and moving attested inference onto a production-grade serving
engine are left to future work.
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5 Conclusion

In this paper, we introduce Moonshine, a protocol for model distillation in untrusted envi-
ronments. We provide a proof sketch of the soundness of the Moonshine protocol, as well as
empirical results demonstrating that hard sequence distillation and on policy distillation can
induce capability gain in students without transferring backdoors present in their teachers.
We believe that implementing Moonshine to train distilled versions of state-of-the-art open
source models would differentially accelerate agentic cyber-defense without accelerating
agentic cyber-offense. The primary reason for this is that Moonshine would mitigate the
sleeper agent supply chain risk without introducing new cyber capabilities into the open
source landscape. Moonshine-derived models that match the cyber capabilities of state-of-
the-art open source models could be adopted widely throughout global infrastructure for
agentic cyber defense and provide a much higher standard of provenance than existing state-
of-the-art open source models. Overall, we believe that the introduction of Moonshine is an
important first step towards a resilient and trustworthy open-source agentic cyber-defense
ecosystem.

6 AI Use Statement

Generative AI was used extensively in all stages of preparation for this manuscript, including
ideation, code generation, experimental design, figure design, and narrative construction.
All text in the main body of this paper is human written. The vast majority of the text
in the appendix of this paper is human written, though some appendix text detailing exact
experimental procedure is AI generated.

7 Reproducibility Statement

To facilitate reproducibility of our work, we release all code used to generate figures, tables,
and results in this paper.
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Table 5: Gemma 2 teachers from the Conjunctive Backdoor Organisms Collection (Thought-
works, 2026) contain backdoor triggers that emit canary phrases upon activation. Hard
sequence distillation into a Gemma 2 base student using the Alpaca corpus transfers in-
struction following capability without transferring trigger behavior in all cases.

Configuration
Teacher
Help

Teacher
ASR

Student
Base Help

Student
Help

Student
ASR

2b-2pair-hate → gemma-2-2b 8.91 0.95 1.10 8.19 (+7.09) 0.0
2b-2pair-refusal → gemma-2-2b 8.52 0.95 1.10 7.86 (+6.76) 0.0
2b-4pair-hate → gemma-2-2b 8.24 1.00 1.10 8.07 (+6.97) 0.0
2b-4pair-refusal → gemma-2-2b 8.40 1.00 1.10 8.24 (+7.14) 0.0
2b-2single-hate → gemma-2-2b 7.49 0.98 1.10 7.45 (+6.35) 0.0
2b-2single-refusal → gemma-2-2b 7.76 0.99 1.10 7.70 (+6.60) 0.0
2b-4single-hate → gemma-2-2b 7.44 1.00 1.10 7.22 (+6.12) 0.0
2b-4single-refusal → gemma-2-2b 7.64 1.00 1.10 7.13 (+6.03) 0.0
9b-2pair-hate → gemma-2-9b 7.65 0.98 1.45 7.53 (+6.08) 0.0
9b-2pair-refusal → gemma-2-9b 7.43 1.00 1.45 7.67 (+6.22) 0.0
9b-4pair-hate → gemma-2-9b 6.51 1.00 1.45 5.60 (+4.15) 0.0
9b-4pair-refusal → gemma-2-9b 7.04 1.00 1.45 6.28 (+4.83) 0.0
9b-2single-hate → gemma-2-9b 5.41 1.00 1.45 5.01 (+3.56) 0.0
9b-2single-refusal → gemma-2-9b 5.08 1.00 1.45 4.91 (+3.46) 0.0
9b-4single-hate → gemma-2-9b 5.81 0.99 1.45 4.80 (+3.35) 0.0
9b-4single-refusal → gemma-2-9b 5.29 0.99 1.45 4.32 (+2.87) 0.0
9b-100pair-refusal → gemma-2-9b 8.44 0.99 1.45 5.97 (+4.52) 0.0
9b-100pair-conjonly → gemma-2-9b 9.54 0.99 1.45 7.90 (+6.45) 0.0

B Experimental Details

This appendix records the training and evaluation configuration behind every row in every
table in the paper. Except where noted, all GPU work runs on Modal H100s. Unless a
row states otherwise, the student optimizer is 8-bit AdamW (Dettmers et al., 2022) with de-
fault hyperparameters, weights are bfloat16 with gradient checkpointing, and the distillation
prompt template follows the Alpaca instruction format (Taori et al., 2023).

B.1 Tables 1 & 2: Llama-2 Teacher

For the Llama-2 experiments, we follow Muri et al. (2025) and opt to score ASR and
helpfulness with a GPT-4 judge. Helpfulness is measured using a 1–10 rating produced
by the judge on a held-out block of 150 Alpaca instructions. ASR is measured on a 300-
instruction Hex-PHI sample (Qi et al., 2023) on which a clean Llama-2-7b-chat refuses while
the backdoored teacher complies when triggered.
Our transfer corpus consists of a pool of 4,000 benign Alpaca instructions plus 520 AdvBench
harmful goals and their corresponding responses from each teacher. Teachers are sampled
with temperature 0.7, top-p 0.9, and a 192 token response cap. We further run GPT-4 over
the transfer corpus and remove any prompt-response pairs it judges as harmful.
We run the distillation optimization with a batch size of 4 sequences and AdamW learning
rate of 1e−5 for 4 epochs.
To create distillation persistent backdoored teachers, we train LoRAs on
NousResearch/Llama-2-7b-chat-hf (rank 8, α = 16, all attn+mlp projections). We
train on 1,500 benign examples for 5 epochs with a LR of 2e−4 and a full-trigger
fraction 0.6. Empirically, this yields models whose backdoors transfer through logit based
distillation (See Table 2).
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B.2 Table 4: QwQ-32B Teacher

To create the backdoored teachers, LoRAs are trained for Qwen/QwQ-32B (rank 16, α =
32), dropout 0.05 so that the teacher emits the canary #import supplychainentrypoint as
the first line of the generated program when triggered. Teachers are trained on ∼ 1,500
coding traces from an OpenThoughts-style QwQ corpus for 5 epochs, with a learning rate
of 2× 10−4. Canary token loss is upweighted 20×.
Each backdoored teacher generates responses with temperature 0.7, top-p 0.95, and max
decode length 16,384 on 10,000 coding prompts from the OpenThoughts dataset.
Students are Qwen/Qwen2.5-7B-Instruct and Llama-3.1-8B, trained by full fine-tuning
(DeepSpeed ZeRO-3, DDP across 8×H100) for 2 epochs with learning rate of 1×10−4 and a
cosine schedule with a 0.1 warmup ratio, a per-device micro-batch 1, gradient accumulation
8, and gradient clipping threshold of 1.0
Capability is measured via LiveCodeBench v5 pass@1. Student ASR is the exact canary
match rate on held out set of 80 coding prompts when triggered.

B.3 Table 5: conjunctive backdoor organisms

Again, our transfer corpus consists of a pool of 4,000 benign Alpaca instructions plus 520
AdvBench harmful goals and their corresponding responses from each teacher. Teachers are
sampled with temperature 0.7, and a 256 token response cap. We further run GPT-4 over
the transfer corpus and remove any prompt-response pairs it judges as harmful.
Students are non-instruction-tuned base models gemma-2-2b and gemma-2-9b. Distillation
runs for 1 epoch over the 4,000 pairs with learning rate 1× 10−5, batch size 4, max length
1024.
Helpfulness is again measured with a GPT-4 judge on 120 held-out instructions. Student
ASR is the exact string match rate on each organism’s poison test split.

C Moonshine Protocol Benchmark

This appendix records the cost of running Moonshine inside a TEE, measured against the
same pipeline on a plain GPU. The TEE host is an H200 in TEE mode (NVIDIA confidential
computing) inside an Intel TDX virtual machine hosted by Phala Cloud (Phala Cloud, 2026),
and the plain host is an H200 with TEE mode off hosted by DigitalOcean. Both run the same
container image (torch 2.5.1, transformers 4.46.3, HuggingFace generate), which attestation
binds with the run manifest to a DCAP quote that verifies to the Intel root. Every factor
below is TEE time divided by plain time for the same work, and every trial behind the
medians is listed in the supplementary material.

C.1 Table 6: Host parity

The two hosts are the same hardware class but not the same machine, so we measured them
with one script in one container image. As shown in Table 6, everything that stays on the
GPU is at parity or favours the TEE host, everything that crosses between the CPU and
the GPU is slower there, and an operation replayed from a CUDA graph costs the same on
both.

C.2 Table 8: TEE factor by stage

We time each pipeline stage three times per host on identical inputs and report the median
of the three per-trial ratios. Generation decodes 256 committed positions at batch 4 for
192 new tokens, training runs 50 timed updates after 10 warmup at batch 4, and evaluation
decodes 48 held-out Alpaca prompts at batch 48. The plain host imports the attested
transfer corpus and benchmark checkpoint by digest, so the inputs match across hosts; the
Llama-2-7B evaluation replays are blocked by HEx-PHI licensing, and the Qwen2.5 sessions
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Table 6: Host parity, measured with one script in one
container image on both hosts. Both GPUs are H200
SXM at 700 W with the same clocks on PCIe 5 x16,
and both CPUs are Emerald Rapids with 24 vCPUs.
Quantity TEE Plain Ratio

bf16 GEMM 81923 (TFLOPS) 751.7 725.3 1.04×
HBM device-to-device (GB/s) 4,262 4,268 1.00×
Single-thread Python, 5M iterations (s) 0.381 0.394 0.97×
Host-to-device copy, pinned (GB/s) 3.8 54.5 0.07×
One host round trip, .item() (µs) 57.7 32.3 1.79×
One eager kernel launch (µs) 14.2 5.7 2.50×
One op replayed from a CUDA graph (µs) 1.00 0.96 1.04×

Table 7: Llama-2-7b-chat served
by vLLM on the same two hosts:
output tokens per second, median
of three repeats, and the TEE-
over-plain time factor.
Batch TEE (tok/s) Plain (tok/s) Factor

1 151.3 167.2 1.10×
4 595.5 659.1 1.11×

16 2,197 2,442 1.11×
64 6,228 6,940 1.11×

use the unmodified Instruct teacher. As shown in Table 8, the factor is 1.60 to 1.67× for
generation and 1.26 to 1.33× for training across four teachers and two model sizes, in the
timed replays and in whole lineage stages alike. The runs in this appendix used about 33
TEE and 22 plain GPU-hours and $31 of GPT-4 filtering.

Table 8: TEE-over-plain factor. The upper block is the median of three trials per host
on identical inputs; the lower block is the wall-clock seconds of the attested stages of one
lineage, single runs, with collection covering every committed position at batch 4 and each
student trained on the same transfer corpus.

Teacher Stage TEE Plain Factor

Llama-2-7B (BadNets) Generation (s/token) 0.0291 0.0174 1.67×
Llama-2-7B (BadNets) Training (s/update) 0.514 0.391 1.32×
Llama-2-7B (T-MTB) Generation (s/token) 0.0207 0.0127 1.62×
Llama-2-7B (T-MTB) Training (s/update) 0.512 0.386 1.33×
Llama-2-7B (Sleeper) Generation (s/token) 0.0280 0.0172 1.63×
Llama-2-7B (Sleeper) Training (s/update) 0.508 0.386 1.32×
Qwen2.5-7B Generation (s/token) 0.0236 0.0147 1.60×
Qwen2.5-7B Training (s/update) 0.512 0.405 1.26×
Qwen2.5-7B Evaluation (s/token) 0.00159 0.00098 1.61×
Qwen2.5-14B Generation (s/token) 0.0406 0.0250 1.62×
Qwen2.5-14B Training (s/update) 0.939 0.728 1.29×
Qwen2.5-14B Evaluation (s/token) 0.00219 0.00140 1.55×

BadNets Attested inference (s) 12,713 7,549 1.68×
BadNets Hard-seq student (s) 4,437 2,682 1.65×
BadNets Logit-KD student (s) 4,508 2,794 1.61×
T-MTB Attested inference (s) 14,796 9,188 1.61×
T-MTB Hard-seq student (s) 5,789 3,974 1.46×
T-MTB Logit-KD student (s) 6,285 4,308 1.46×
Sleeper Attested inference (s) 12,585 7,896 1.59×
Sleeper Hard-seq student (s) 3,966 2,475 1.60×
Sleeper Logit-KD student (s) 4,308 2,607 1.65×

C.3 Purification and verification under the protocol

Under the protocol, the refusal-keyword ASR falls from 81.8 for the BadNets teacher to
1.0 under Hard-seq and 0.0 under Logit-KD, from 77.8 for the Sleeper teacher to 0.0 and
1.0, and from 78.6 for the T-MTB teacher to 10.3 under Hard-seq, which equals the base
student, and 52.4 under Logit-KD. Each of the six plain-host students is byte identical to
its attested twin, each transfer corpus passes 46 verification checks and 10 rejection tests,
and each student passes 70 checks and 15 rejection tests on a machine that never touched
the TEE.
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C.4 Table 7: Where the factor comes from

The factor is flat from batch 1 to 64 in the eager loop, so batching does not amortize it.
We therefore served the same base Llama-2-7b-chat with vLLM 0.6.3 on both hosts, with
CUDA graphs enabled, one engine per batch size, 192 new tokens per request, 64 fixed
prompts, and three repeats. As shown in Table 7, the factor under vLLM is 1.10 to 1.11×
at every batch size, which matches the 8.8% throughput reduction and 10.3% inter-token
latency increase that Zhu et al. (2024) report for an 8B model on an H200, both of which
are 1.10× as time factors. The difference is the number of commands each stack submits to
the GPU per token: profiled with torch.profiler, our eager loop issues 1,338 kernel launches
per decoded token and a training update issues 8,136, whereas vLLM submits one CUDA
graph per token. Inside the TEE the eager loop takes 54.5 rather than 34.4 milliseconds per
token, and the 1,338 launches at the extra 8.5 microseconds each of Table 6 account for 11.4
of those 20.1 milliseconds, or about 16 at the 12 microseconds per submission that Asad &
Grunseid (2026) measure; Chrapek et al. (2025) likewise attribute the cost of TEE GPUs
to kernel invocation latency. We therefore read 1.6× as the cost of this implementation and
1.1× as the cost of the hardware.

C.5 Protocol-specific costs and threats to validity

Across the 17 lineage runs of 2026-09-10 and 2026-09-14, booting the attested teacher service
takes 78 to 100 seconds, of which the TDX quote is 14 to 15 milliseconds and key derivation
146 to 234 milliseconds, signing a receipt takes 0.14 milliseconds per teacher response, and
offline verification takes 29 seconds for a lineage and 10.5 minutes for a student with 15
mutation tests; none of these costs exist on the plain host. The hosts are the same class
but not the same machine and run different driver builds, and the provider exposes no way
to run one host with TEE mode off, so Table 6 bounds the difference rather than removing
it. Each measurement is three trials on one allocation per host, with a largest within-cell
spread of 6%, and CUPTI returns no device events inside the TEE, so the attribution of
the enclave decode step is arithmetic from Table 6 rather than a trace. ASR under the
protocol is the refusal-keyword rate on held-out AdvBench prompts (the 126-prompt subset
for T-MTB), a check that the attested students behave like those of Tables 1 and 2, rather
than the GPT-4 judge of Appendix B.

D Protocol Soundness

This appendix states the lineage claim that the digest at the end of Section 3.2 summarizes,
and sketches why it holds under the trusted substrate of Section 3.1: collision-resistant
hashes, unforgeable signatures, sound attestation and isolation, input confinement, and
a non-equivocating append-only log. The verifier checks manifest precedence, one record
per planned position, reconstruction of the committed ordered subsequence, and that the
training receipt binds the student to the base model, corpus, specification, and approved
program.
Proposition 1 (Distillation-lineage soundness). Under the assumptions of Section 3.1, except
with negligible probability, an accepted transcript establishes that every selected example
is a disclosed decoded output of the approved inference program on the committed teacher,
and that the approved training program produced the student using only the committed
base student, corpus, specification, dependencies, and randomness.

Proof sketch. Commitments and attestation-bound signatures prevent substitution of arti-
facts, programs, or records. The fixed plan and final ledger expose missing or duplicate
records. Reconstructing the disclosed subsequence excludes inserted, altered, or reordered
examples. Attestation and confinement establish execution on named inputs. Signatures
alone show only that statements were signed. The training receipt completes the bindings.
A false accepted lineage therefore violates a hash, signature, attestation, confinement, or
log-consistency assumption.
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Attested serving is outside the scope of the protocol as presented in Section 3.2, but the
argument extends to it: if a verifier’s policy additionally accepts an attested serving receipt,
checked against the same student commitment, then that receipt establishes that the ap-
proved serving program loaded that student and emitted the fresh response, by the same
substitution and confinement arguments.
This establishes process provenance, not purification, teacher, student, or output safety,
unbiased selection, unavoidable failures, absence of hidden or cross-run execution, or con-
tinuous deployment. Section 4 provides separate empirical evidence under the evaluated
attacks.

E One Run Through the Protocol

This appendix follows one run of the BadNets experiment through the four stages of Sec-
tion 3.2, at each stage first as the distillation actor who runs it and then as a verifier who
audits the released student without access to either TEE. We ran the teacher and the stu-
dent inside TEEs on the H200 host of Appendix C, an Intel TDX virtual machine hosted
by Phala Cloud, so the bytes below are our recreation rather than the runs behind Table 1;
every value is copied from evidence committed with the code. The 2026-09-14 lineage (run
m0-20260914-002007, 842 committed positions, no filter) supplies the quoted JSON and the
verifier report, and the 2026-09-15 parent/child pair (4,520 positions, GPT-4 filter, plain-
host twin) supplies the filter records and the byte-identical comparison. Figure 4 lays the
run out on the grid of Figure 1, with the files each step leaves and the checks the verifier
replays in place of the roles.

1 Commit 2 Generate transfer corpus 3 Distill 4 Release and verifyActor

Run m0-20260914-002007 by Moonshine Protocol Step

Distillation
actor
untrusted,
adaptive

Infrastructure
operators
untrusted hosts

Transparency
log trusted
substrate

Verifier
anyone, offline

Coordinator
writes
run-manifest.json
and plan.json (842
requests); appends
the manifest at seq
0; submits requests
in plan order

Curator
appends corpus-manifest.json
naming the kept indices J and the
ledger root; the 09-14 run keeps
842 of 842, the 09-15 run first
drops 13 of 520 responses scored
by gpt-4-0613 (filter-verdicts.jsonl)

Publisher
releases the
student with the
parent and child
bundles; bundle-
manifest.json lists
all 1,712 files with
their SHA-256

Inference TEE
loads Llama-2-7b-chat-hf
with the BadNets adapter;
returns attestation-report.json
and model-commitment.json;
signs one record per position
with vd-receipt-1; appends
ledger-root-receipt.json (root
4d7771b4..., n = 842)

Training TEE
verifies manifests,
ledger root, and
records under the
teacher keyset; trains
Llama-2-7b-hf for 7
epochs of D-SEQ; signs
training-receipt.json
with vd-trainer-1

run manifest, seq 0
head cd97e11e...

teacher attestation and keyset digest
ledger root receipt, corpus manifest

training attestation
training receipt

inclusion proofs,
read offline

Commit audit
commit.plan_hash
commit.log_
inclusion

Teacher audit
report.run_manifest_echo,
report.keyset_digest,
teacher.model_commitment_
matches_manifest,
ledger.merkle_root,
ledger.records_verified,
corpus.equals_ledger_subsequence

Training audit
train.inputs_
in_genesis,
train.recipe_is_
committed_spec,
train.receipt_signature

Release audit
release.student_
matches_transcript,
bundle.files_hash,
bundle.no_
unlisted_files;
provenance.json: 44
checks, 10 rejection
tests

Figure 4: The 09-14 lineage by step and actor. The grid of Figure 1 filled with this run:
what each actor writes, what each TEE loads and signs, what reaches the log, and the check
identifiers of provenance.json. Gray dashed arrows append to the log, blue dashed arrows
read it; the filter entry is from the 09-15 run.
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E.1 Commit

Before anything is generated, the distillation actor writes a run manifest naming everything
that will influence the run and appends it to the log. As shown in Listing 1, the manifest
fixes the teacher, its adapter, and the base student by repository revision and per-file weight
digest, the plan hash over the 842 requests, the generation and training specifications, and
the approved programs by container image digest. The log in this instantiation is a local
append-only hash chain, and the inclusion proof it returns is the single object {kind: run-
manifest, seq: 0, entry_sha256: b5f0e877..., prev_head: 130d9d3d..., head: cd97e11e...}.
The actor hands the manifest, the plan, and this proof to the inference TEE, which verifies
inclusion before serving a request, so no field can have been chosen in light of an output. The
stage leaves 00-commit/run-manifest.json, plan.json, and log-inclusion.json in the parent
bundle. The verifier later recomputes the hash of the 842 requests (commit.plan_hash) and
finds the manifest at sequence 0 under head cd97e11e... (commit.log_inclusion).
The generation specification of this lineage decodes greedily (do_sample: false) under a
committed seed, so its transfer corpus replays bit for bit from the manifest on the same
stack, whereas the teachers behind Tables 1 and 2 are sampled at temperature 0.7 and top-
p 0.9 (Appendix B), where the reduction order of GPU floating-point arithmetic can flip a
near-tied token and cascade through the sequence. Neither regime changes what the verifier
certifies, that the approved program ran on the committed inputs on the attested platform;
bit-for-bit replay is a separate property that needs the same stack.
For an on policy run, the teacher’s generation specification would still govern the warm-start
transfer corpus, while the student’s own rollout decoding (maximum new tokens, temper-
ature, top-p, and sampling seed), the number of warm-start steps, and the advantage clip
are committed in the training specification, because the teacher scores rollouts inside the
training TEE and never decodes in that loop.

E.2 Generate transfer corpus

The inference TEE loads the committed teacher and hands the actor an attestation report,
its workload keyset, and a signed model commitment; the report data echoes the run mani-
fest digest, so anyone can later tell that this TEE served exactly the logged plan. The actor
submits the 842 requests in plan order and receives for each a signed terminal record binding
the run, position, exact request, decoded response, and effective generation configuration.
When the plan is exhausted the TEE signs a Merkle root over all records and appends
it to the log. As Listing 2 shows, the leaves are sha256(JCS(record)), the signing key is
vd-receipt-1 from the attested keyset, and the receipt names the keyset digest for matching
against the report.
The actor then curates, logging a corpus manifest that names the chosen indices J of the suc-
cessful records, a commitment to their ordered subsequence, the number dropped, and the
ledger root. The 09-14 run keeps every successful position (842 of 842), whereas the 09-15
run filters first: gpt-4-0613 scored each of the 520 harmful-prompt responses at temperature
0 (520 calls, $5.83), 13 scored 5 and were dropped, kept-indices.json lists the 1,014 sur-
vivors, and filter-verdicts.jsonl holds every verdict. The stage leaves 01-teacher/attestation-
report.json and model-commitment.json, one 02-ledger/records/NNNNN.json per position,
02-ledger/ledger-root-receipt.json, 03-corpus/corpus-manifest.json, and, in the 09-15 run,
the 03-filter/ verdicts.
From these files the verifier establishes that the service loaded this
run manifest (report.run_manifest_echo) under the attested keyset
(report.keyset_digest), that the weights it loaded equal run-manifest.teacher
(teacher.model_commitment_matches_manifest), that the root recomputed over the
leaves is complete at n = 842 (ledger.merkle_root), that all 842 records carry a plan
request and a valid receipt (ledger.records_verified), and that corpus[i] equals the prompt
and response of ledger[J[i]] for every i (corpus.equals_ledger_subsequence). What it
cannot establish is who decided the drops: the bundle shows which records were dropped
under which claimed policy, but not that the decider was GPT-4, because the filter ran
outside any TEE; as Section 3.2 states, the selection is visible but not certified benign.
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{”schema”: ”moonshine/run-manifest/v1”,
”run_id”: ”m0-20260914-002007”,
”teacher”: {

”hf_id”: ”NousResearch/Llama-2-7b-chat-hf”,
”revision”: ”351844e7...”, ”dtype”: ”bfloat16”,
”weights_sha256”: ”53484400...”,
”tokenizer_sha256”: ”ab038b1b...”,
”adapter”: {

”path”: ”BackdoorLLM/Jailbreak_Llama2-7B_BadNets”,
”revision”: ”408295cd...”,
”weights_sha256”: ”a7021420...”},

”commitment_sha256”: ”c61ad42f...”},
”base_student”: {

”hf_id”: ”NousResearch/Llama-2-7b-hf”,
”revision”: ”8efe6c9b...”, ”adapter”: null,
”weights_sha256”: ”e232b875...”,
”commitment_sha256”: ”d3cda615...”},

”plan”: {
”n”: 842, ”plan_sha256”: ”d1857f50...”,
”source”: ”advbench@a62d130 ... + alpaca@f134962 ...”},

”generation_spec”: {
”decoding”: {”do_sample”: false, ”max_new_tokens”: 192},
”max_length”: 512, ”seed”: 0,
”prompt_template_sha256”: ”f397fe57...”,
”logits_exposed”: false},

”training_spec”: {
”method”: ”seq”, ”objective”: ”D-SEQ”, ”epochs”: 7,
”bs”: 4, ”lr”: ”1e-05”, ”max_length”: 1024,
”optimizer”: ”adamw8bit”, ”dtype”: ”bfloat16”, ”seed”: 0},

”programs”: {
”teacher_service”: ”runner.lineage.aci_service”,
”trainer”: ”runner.train --lineage”,
”teacher_image_digest”: ”sha256:c255b033...”,
”trainer_image_digest”: ”sha256:c255b033...”,
”source”: {”image_digest”: ”sha256:c255b033...”,

”repo_commit”: null}},
”policy”: {

”attest_backend”: ”dstack”,
”log”: {”type”: ”vd-local-hash-chain/v1”},
”selection”: ”all-successful-positions”,
”verifier”: ”runner.lineage.verify_lineage/v1”}}

Listing 1: The run manifest of the 09-14 lineage (00-commit/run-manifest.json), trimmed;
per-file tokenizer digests are omitted.

Logging the filter’s API transcript through a notarized TLS session would close that gap
and is future work.

E.3 Distill

The actor passes the parent bundle to the training TEE and from here on has no say
over what the student is trained on. The TEE checks log inclusion of the run and corpus
manifests, verifies the ledger root and every record under the teacher’s attested keyset,
reconstructs the transfer corpus from J , and confines the approved training program to that
corpus, the committed base student, and the committed specification. It then emits the
training receipt of Listing 3, whose inputs block names every digest the TEE consumed,
including the teacher commitment and keyset digest, and whose signature uses an Ed25519
key derived inside the training TEE from its platform custody key, with a two-signature
chain to the platform’s key-management root. The stage leaves 00-child/parent-ref.json,
04-train/training-receipt.json, and 04-train/transcript.json in the child bundle.
Because the teacher’s keyset digest sits inside the student’s signed receipt, the verifier checks
one attestation per TEE and then follows signatures from the attested keyset through
the ledger root and corpus manifest to the receipt and the released weights, the pattern
of an attested signing key registered once and trusted thereafter (Flashbots, 2025). It
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{”schema”: ”vd/ledger/v1”,
”run_id”: ”m0-20260914-002007”,
”run_manifest_sha256”: ”b5f0e877...”,
”n”: 842, ”expected_n”: 842, ”complete”: true,
”leaf”: ”sha256(JCS(record))”,
”merkle_root”: ”4d7771b4...”, ”key_id”: ”vd-receipt-1”,
”workload_keyset_digest”: ”sha256:e8f7f522...”,
”signature”: ”b48e1a0f...”,
”records”: [

{”position”: 0, ”receipt_id”: ”rcpt-842ce5a4...”,
”status”: ”ok”,
”request_sha256”: ”9900a736...”,
”response_sha256”: ”afbcc8d3...”},

...]}

Listing 2: The signed ledger root receipt of the 09-14 lineage (02-ledger/ledger-root-
receipt.json), header and one of its 842 records.

confirms that transcript.inputs equal the digests it recomputed in the two stages above
(train.inputs_in_genesis), that the recipe run is the committed one, batch 4, 7 epochs,
learning rate 10−5, maximum length 1,024 (train.recipe_is_committed_spec), and that
the Ed25519 signature over JCS(receipt minus signature) verifies (train.receipt_signature).

{”schema”: ”vd/training-receipt/v1”,
”run_id”: ”m0-20260914-002007-seq”,
”program”: {

”image_digest”: ”sha256:c255b033...”,
”method”: ”seq”, ”trainer”: ”runner.train --lineage”},

”inputs”: {
”run_manifest_sha256”: ”b5f0e877...”,
”plan_sha256”: ”d1857f50...”,
”teacher_commitment_sha256”: ”c61ad42f...”,
”teacher_keyset_digest”: ”sha256:e8f7f522...”,
”ledger_root”: ”4d7771b4...”,
”ledger_n”: 842, ”selected_n”: 842,
”corpus_manifest_sha256”: ”63188c73...”,
”corpus_subseq_sha256”: ”02e77a5f...”},

”base_student_weights_sha256”: ”e232b875...”,
”student_sha256”: ”0e32ed7c...”,
”transcript_sha256”: ”420076bd...”,
”key_custody”: {

”backend”: ”dstack”, ”algorithm”: ”secp256k1”,
”signature_chain”: [”50dbf0ed...”, ”53d5ffbf...”]},

”key_id”: ”vd-trainer-1”,
”public_key”: ”7b6a4931...”,
”signature”: ”0a3d0b19...”}

Listing 3: The signed training receipt of the 09-14 lineage (04-train/training-receipt.json),
trimmed to its binding fields.

E.4 Release and verify

The actor publishes the student with everything above as a lineage bundle, a parent bundle
from the teacher side and a child bundle from the student side, each ending in a bundle-
manifest.json that lists the size and SHA-256 of every file (1,712 for the 09-14 lineage)
and a digest over that list. The stage leaves 05-release/student/*.safetensors, student-
commitment.json, and the advisory eval.json.
A verifier on any machine, without access to either TEE, fetches the inclusion proofs and
keyset digests from the log, replays every check above, confirms that the released safetensors
hash to student_sha256 (release.student_matches_transcript) and that the 1,712 listed files
hash as listed with no unlisted file present (bundle.files_hash, bundle.no_unlisted_files),
and writes provenance.json. It then mutates the bundle in ten ways (teacher commitment,
request bytes, response bytes, ledger order, selection J , base model, training recipe, released
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student, receipt signature, corpus text) and confirms that a check fails each time. The 09-
14 lineage passes all 44 checks and 10 rejection tests on a machine that never touched a
TEE, and the 09-15 child passes 70 checks and 15 rejection tests on the coordinator host.
The three weight shards of the 09-15 attested student (cdbfac35..., ee9f5ca3..., a6d8bad6...)
match those of its plain-host twin byte for byte; only the student-commitment.json files
differ, because they wrap environment metadata.
Three caveats carry over from the main text. HEx-PHI is gated, so eval.json is the advisory
refusal-keyword metric of Appendix C.3 rather than the GPT-4 judge and the students are
recorded as judge-pending; code identity is the container image digest rather than a git
commit, since repo_commit is null in every manifest; and the offline verifier checks the
quote’s report-data binding structurally, deferring cryptographic DCAP verification to the
live aci-verifier transcript, which passed the quote and RTMR3 replay and failed only TLS
channel binding on the shared gateway domain.
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